Scammers Only Need One Thing

Interactive Session with Audience
-How Scammers Social Engineer Your Info

Jnteractive with Audience and Video Presentation
-How This Information Can Be Used:

Jdentity
.Stalking
.Selling This Information

.Trafficking ’
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Scammers Only Need One Thing

Number Active Relationship Status Vacation Dates His Activity Schedule
First Name Kids Name Favorite Restaurants Where he Plays

City of Residence Kids Pictures Favorite Music

Where you Work Dates of Employment Favorite Movies

Reverse Phone Lookup Highschool Graduation Dog’s Name

Profile Picture Date of Birth Favorite Sports Teams

Facebook Profile College Attended When Events Attended

Work History Graduation Year Sister’s Full Name




Scammers Only Need One Thing
Protecting Myself

e Sadly, Be Skeptical

 Be Aware that YOUR Information is Already Exposed

 Don’t Respond to Unknown Texts or Messages or Phone
Calls

 Make Social Media Pages “PRIVATE”

* Ask Someone You Trust (AARP, DA, LEO, FTC)

e Secure Access (Passwords Pass, Phrases, etc.)

 Be Aware of Current Scams ’

e Tech Club Awareness Plan

-



Scammers Only Need One Thing
Be Aware of Current Scams

e Al Powered Scams
* |mpersonating Family (Grandparent Scam)
Convincing Email Phishing
Convincing Text Messages
Celebrity Deepfakes
* Impersonating Employer
* SIM Swapping
 OneTimePassWord Bots
* Experian Scam List



https://www.experian.com/blogs/ask-experian/the-latest-scams-you-need-to-aware-of/
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